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Probabilistic Anomaly Detection Approach for
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Yuchen Zhang, Member, IEEE, Meng Li, Zhao Yang Dong, Fellow, IEEE, and Ke Meng, Member, IEEE

Abstract—Continuous monitoring of wind turbine (WT) opera-
tion can improve the reliability of the wind turbine and lower the
operation and maintenance costs. To improve the condition mon-
itoring (CM) and fault detection performance on WTs, this paper
proposes an artificial intelligence-based probabilistic anomaly
detection approach that can not only provide a deterministic
estimation of the WT condition but also evaluate the uncertainties
associated with the estimation. An abnormal WT condition is
detected based on the evaluated uncertainties, to provide a noise-
free incipient fault indication. Compared to the conventional
deterministic CM approaches with a residual-based anomaly
detection criterion, the proposed probabilistic approach tends
to accurately detect the faults earlier, which allows more time
for maintenance scheduling to prevent WT component failure.
The early fault detection ability of the proposed approach was
verified on an operational WT in China.

Index Terms—Condition monitoring, fault detection,
probabilistic regression, SCADA, wind turbine.

I. INTRODUCTION

THE wind energy industry has been rapidly developing in
recent years due to the large-scale availability of wind

resources and pressing environmental issues. Compared to
gas/steam/hydro turbines in conventional power plants, wind
turbines (WTs) are usually subject to an unpredictable and
harsh operating environment, which leads to higher failure
rates. Unexpected faults or failures of WT components can
impact the turbine availability and increase the operation and
maintenance (O&M) costs, thereby reducing the overall power
production and the cost of energy.

Condition monitoring (CM) refers to the process of contin-
uously monitoring WT parameters and identifying significant
changes in critical parameters that can be early indicators of
potential component faults [1]. This has been widely recog-
nized as a good solution to prevent WT failures and lower the
O&M costs [2], [3]. Existing CM approaches can be divided
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into three categories: model-based, signal-based, and data-
driven [4]. In model-based CM approaches, such as observer-
based methods [5]–[7], numerical models are built to represent
the physical characteristics of the WT, which requires accurate
physical system knowledge that is difficult to obtain due to
the complicated dynamic interaction among the various com-
ponents. Signal-based approaches determine the conditions
of WT components mainly from vibration [8]–[11], acoustic
emission [12]–[15] and electrical voltage/current [16]–[19],
etc. A survey of signal processing based WTCM approaches
has been provided in [20]. This approach generally requires the
installation of additional sensors specifically for CM purposes,
which inevitably add costs to O&M. However, the data-
driven approach that utilizes the data from supervisory control
and data acquisition (SCADA) systems is considered as a
cost-effective solution for WTCM and has received extensive
research interest [21]–[31]. In general, SCADA systems have
been installed in the majority of MW-scale WTs principally
for performance monitoring purposes, so the SCADA data is
readily available for CM without any system reinforcement
for data acquisition, which determines the cost-effectiveness
of the data-driven CM approaches.

The SCADA measurements are recorded every 10 minutes.
They generally do not contain detailed transient information
as provided by the vibration signals, thus conventional signal
processing techniques are not applicable to interpret SCADA
data [23]. Additionally, SCADA data is collected under practi-
cal WT operating circumstances where component faults occur
randomly, and it is very expensive to obtain sufficient represen-
tative data for all types of faults. For these cases, a supervised
classification model was used to directly distinguish normal
and faulty WT conditions, as has been attempted in [21], [22],
but this tends to be impractical. A better approach for data-
driven WTCM is anomaly detection which attempts to develop
a normal behavior model (NBM) that learns and describes the
normal (i.e. no fault) operating conditions of WT components,
and then detect the faults once the online component con-
dition significantly deviates from the NBM estimation. The
anomaly detection approaches tend to identify the faults in
their beginning stages, which can trigger an earlier warning
signal to quickly schedule the maintenance actions. Various
anomaly detection techniques have been recently adopted for
data-driven WTCM. In [23], a data pre-processing method is
proposed to facilitate anomaly detection in wind turbine drive-
chain systems. In [24], anomaly detection for generator CM
was achieved by constructing an NBM using temperature data
and a nonlinear state estimation technique. A co-integration
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method was developed in [25] to detect WT faults based
on the co-integration residuals. Additionally, artificial intelli-
gence (AI) algorithms have shown effectiveness in data-driven
WTCM owing to the capability of mining nonlinear data
relationships without specialist intervention [26]–[31]. In the
literature, the majority use neural networks (NN) to build the
NBM and define thresholds on the online prediction residuals
to identify potential faults [26]–[29]. Other AI-based anomaly
detection approaches for WTCM include an adaptive neuro-
fuzzy inference system (ANFIS) [30] and an unsupervised
approach using spatiotemporal pattern network and restricted
Boltzmann machine [31].

Most of the reported anomaly detection approaches for
WTCM adopt deterministic NBMs, which only provide firm
estimations of the target parameters without considering the
uncertainties associated with the estimation. However, due
to the statistical nature of data-mining approaches and the
stochastic variation of environmental conditions, uncertainties
inevitably exist in the SCADA data, NBMs, and the estimation
residuals in practice. Such uncertainties, if not quickly cap-
tured and investigated, can have significant impact on the CM
reliability and the anomaly detection performance. To mitigate
these issues, this paper provides insight into the issue of
uncertainties in WTCM and proposes a probabilistic anomaly
detection approach that can not only provide deterministic
estimation on the target parameters but also evaluate the
associated uncertainties. The anomaly detection criterion is
devised based on the variation in evaluated uncertainties to
provide a noise-free emerging fault indication. Compared to
the conventional deterministic approaches with residual-based
anomaly detection criterion, the uncertainties quantified by the
proposed probabilistic approach serve as a more accurate con-
trol variable for anomaly detection. Moreover, the probabilistic
approach eliminates the filtering of noise, which tends to detect
the faults earlier. Two different probabilistic machine-learning
algorithms, i.e. Gaussian Processes (GP) and bootstrap-based
ensemble NN (BENN), are attempted in this paper, to construct
the NBMs, which demonstrates the generic advantage of
probabilistic anomaly detection approaches in WTCM. The
proposed approach was demonstrated on a SCADA dataset
collected from a realistic WT in China; the testing results had
a high level of accuracy and also showed the ability of early
fault detection of the probabilistic approach, demonstrating
that this would be a good choice of probabilistic machine
learning algorithm.

II. PROBLEM DESCRIPTION

This paper proposes an anomaly detection approach based
on probability, to highlight the uncertainties involved in
WTCM, and aims to provide early detection of potential
faults of WT components. This section briefly introduces the
WTCM concept, and then presents the general framework
of anomaly detection approach. The problems of existing
anomaly detection approaches and the proposed solutions are
also identified.

A. Anomaly Detection Approach for WTCM
CM refers to the process of monitoring the operating

parameters of a physical system. The abnormal changes in
critical parameters serve as indications of upcoming faults in
the system. When it is applied to WTs, CM can provide im-
portant diagnostic information on the health condition of WT
components, such as gearboxes, blades, generators, etc. CM
is integrated in the O&M system of a WT. According to the
condition of the monitored parameters, maintenance activities
should be scheduled and taken to prevent the occurrence of
component failure or critical malfunction.

Based on the SCADA data, the CM task is to identify how
the changes in operating parameters are related to the status of
the WT and its components. One straightforward strategy to
achieve this is to label the status at each sampling time (usually
every 10 minutes) based on the status/fault code provided by
the SCADA system, and then train a supervised classification
model to directly represent the relationship between the oper-
ating parameters and the different status labels [21]. However,
in practice, WTs experience faults randomly and there are
numerous types of faults that can occur. Since the available
SCADA data is collected on site, it is challenging and time
consuming to gather sufficient representative samples for each
fault scenario, which limits the application of a supervised
classification approach. Alternatively, anomaly detection has
been identified as a more practical WTCM approach owing
to its minimal reliance on class labels, while still achieving
the goal of early fault detection [26]. This approach fits a
regression-based NBM to describe the dependency between
different operating parameters under a healthy state (i.e. fault
free). At the online stage, each incoming new observation is
compared with the normal operating condition anticipated by
NBM and an alarm is raised if a pattern of significant deviation
is detected.

The proposed approach in this paper also follows the
general anomaly detection framework for WTCM as shown
in Fig. 1. The CM is implemented via offline training and
online monitoring. The purpose of offline training is to train
the NBM using the selected normal condition data, and online
monitoring is a continuous process to detect emerging fault
patterns and schedule maintenance actions. The functionality
of each block in Fig. 1 is briefly described as follows:

Online Monitoring

Offline Training

Data
Preprocessing

Raw SCADA Data
Normal Condition 

Data Selection

Feature
Selection

NBM TrainingNBM ValidationNBM

Online Parameter
Estimation

Anomaly
Detection

Normal Condition
Data Selection

Normal AbnormalCollect New
Observation

Trigger Alarm
& Schedule

Maintainence

Fig. 1. The anomaly detection framework for WTCM.

1) Data Preprocessing
The raw data provided by a SCADA system is generally

not ready for model training and a data preprocessing block is
needed as the initial step to ensure data quality. The following
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actions are taken to process the raw data: remove invalid
observations, deal with missing data, and coordinate time tags.

Additionally, the data needs to be rearranged according
to the pre-defined target parameters of an NBM. In general,
some operating parameters are critical to WT faults and their
abnormal changes can serve as indication of potential faults.
Those critical parameters are then the target parameters of
an NBM, which means their values will be estimated by
the NBM while in operation; as a guide for fault detection.
When an abnormally large deviation is observed between the
estimated and measured values of a target parameter, warnings
or alarms on the corresponding fault type will be raised. In
practice, such target parameters are usually defined by the
relevant experts based on information such as the WT physical
operation mechanism and the risk of faults.
2) Normal Condition Data Selection

This block is to select normal condition observations from
the available data. In this paper, the normal condition ob-
servations are selected based on the status code provided by
SCADA. These status codes can indicate the operation modes
and the fault alarms of the WT. To ensure the selected data
is from the normal operation period, the observations with
status codes “maintenance shutdown”, “fault”, and/or “forced
shutdown” are avoided, and on top of that, the observations
with future fault alarms issued within tahead hours are removed.
In doing so, the observations at WT downtime and/or with
incipient fault patterns are eliminated in the selected normal
condition data. The evaluation of tahead will be further elabo-
rated in Section V.
3) Feature Selection

As the measurements of numerous operating parameters
are available in a SCADA system, the feature selection is to
select the critical parameters that can best describe each target
parameter; this effectively reduces the data dimension for
machine learning while achieving low fitting error. The feature
selection algorithm used in this paper is RELIEFF which is a
statistical learning process to rank the available parameters on
their distance-based relevance to the target parameter. Details
for more information about RELIEFF can be found in [32]
and [33].
4) NBM Training

The NBM is generally a collection of sub-models, each of
which describes the normal condition of a target parameter.
Considering the complexity of an NBM, the components and
target parameters to monitor should be carefully selected based
on the failure modes, statistical failure frequency and the
average downtime caused by the failures. Training a complete
NBM involves the training of individual sub-models which
can be processed either in sequence or in parallel depending
on the complexity of the training algorithm and the power of
the computer to run it. The individual sub-model should be
trained based on the selected normal condition data and the
critical parameters.
5) NBM Validation

This block is to validate the performance of NBM on normal
condition data. Based on the validation results, a criterion
to distinguish normal and abnormal conditions needs to be

defined. In this paper, a k-fold cross validation structure is
adopted.
6) Online Parameter Estimation

In this block, for each new observation received at the online
stage, the validated NBM is used to estimate the value of each
target parameter based on its dependent parameters.
7) Anomaly Detection

This block is to detect the abnormality existing in the new
observation. This refers to checking the anomaly detection
criterion defined in the NBM validation process and triggering
alarms when violated. Appropriate maintenance actions should
also be scheduled based on the alarm signal.

B. Concerns on Existing Approaches

Most of the anomaly detection approaches reported in the
literature adopt a deterministic regression model as the NBM
to monitor the WT condition, and the faults of components are
detected based on the prediction residual, i.e. the difference
between NBM’s prediction and the online measurement [26]–
[29]. This deterministic approach detects the faults if the
prediction residual exceeds its control limit. In practice, due to
the statistical nature of the NBM and the stochastic variation
of the environment conditions such as wind speed, wind
direction, and ambient temperature, the residuals generated by
an NBM that is trained with historical SCADA data are subject
to noise in representing the normality/abnormality of unseen
observations, i.e. the prediction residual can sometimes be
unexpectedly high (or low) on normal (or abnormal) condition
observations. To smooth out the noise from the prediction
residual, the common approach is to use a moving average
filter, which is formulated as follows:

zt =
1

L

∑L

l=1
et−(l−1)∆t (1)

where zt is the smoothed prediction residual, e is the pre-
diction residual, and L is the length of the moving average
window. Although the moving average filter is effective in
smoothing out the associated noise, it averages the residual
over the past and new observations, which induces a lag in
the residual variation trend and may delay the fault detection
and postpone the maintenance actions.

With these problems in mind, this paper uses a probabilistic
NBM that not only estimates the value of target parameters
but also evaluates the uncertainties involved in the estimation.
The probabilistic model can quickly evaluate the uncertainties
without the need of noise smoothing, meaning the potential
faults of the WT components can be detected at an earlier
stage.

III. PROBABILISTIC NORMAL BEHAVIOR MODELLING

In the proposed approach, the probabilistic regression model
is adopted as the NBM for WTCM. This section elaborates the
probabilistic NBM and its associated criterion to distinguish
normal and abnormal operating conditions of WT components.

A. Probabilistic Regression Model

Conventional deterministic regression models focus on di-
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rectly estimating the target parameter value. Although care is
taken to improve the model accuracy, regression errors are
inevitable and cannot be eliminated. Depending on the data
available, such errors generated by the deterministic models
can be hard to predict and are difficult to control. In compar-
ison, probabilistic regression models map the unknown target
into a distribution rather than a definite value. The results of
the distribution format not only provide the information of
the most probable target parameter value, but also describe
the uncertainties associated with the data, the model, and the
estimation process.

Mathematically, for a target parameter y, the probabilistic
regression model makes an estimation as follows:

y ∼ N (ŷ, σ2) (2)
ŷ = F (x) (3)

σ2 = G(x) (4)

where the measured target parameter value y falls in a normal
distribution with mean ŷ and variance σ2. In probabilistic
prediction, the distribution mean ŷ is generally regarded as
the fitted target value and σ2 represents the associated un-
certainties. Both of them are derived from the observed input
vector x via different mapping functions F (·) and G(·). These
mapping functions represent the probabilistic regression model
and they are obtained through offline training. In this paper, GP
and BENN are the two machine learning algorithms attempted
to construct the probabilistic NBM, which is detailed in
Section IV.

B. Anomaly Detection Criterion

Based on the CM results in distribution format, it needs
to be determined how to effectively distinguish normal and
abnormal conditions. As previously mentioned, using predic-
tion residual as the control variable as per [26]–[29] requires
a moving average filter to smooth out the noise estimations,
which may delay the detection of emerging faults. In this
paper, the anomaly detection criterion is devised based on
the distribution variance σ2 which evaluates the uncertainty
associated with each estimation. The variation in σ2 serves as a
noise-free indication of the abnormal condition. For an unseen
observation, if its parameters are associated in a way that
significantly deviates from the underlying relationship learnt
from normal condition observations, the NBM tends to be less
certain (i.e. high σ2) about its estimation, which indicates an
emerging fault in the WT component.

Mathematically, the anomaly detection criterion proposed in
this paper is as follows:

If

{
σ2 ≤ η ⇒ Normal Condition
σ2 > η ⇒ Abnormal Condition⇒ Trigger Alarm

(5)

where η is the control limit on the variance σ2, which
is derived from the validation results on normal condition
observations.

Suppose the variance σ2 on normal condition observations
follows a gamma distribution:

σ2 ∼ Γ(α, β) (6)

where α is the shape parameter and β is the scale parameter.
Those parameters are fitted by the maximum likelihood esti-
mation method on the validation results. Having obtained α
and β for the appropriate gamma distribution, the cumulative
distribution function is used to establish the control limit, η,

η = C−1(p|α, β) = {η : C(η|α, β) = p} (7)

p = C(η|α, β) =
1

βαΓ(α)

∫ η

0

tα−1e
−t
β dt (8)

where C(·) is the cumulative distribution function, and p ∈
[0, 1) is the confidence limit which should be large enough to
avoid a false alarm.

IV. PROBABILISTIC LEARNING ALGORITHMS

To generalize the performance of a probabilistic regression
model in WTCM, two probabilistic learning algorithms, i.e.
GP and BENN, are attempted in this paper. This section
respectively provides the details of the two algorithms.

A. Gaussian Processes

GP is a Bayesian, non-parametric, and non-linear machine
learning algorithm mainly used to deal with regression prob-
lems. In essence, GP is a non-parametric generalization of joint
normal distribution for a given set of variables [34], [35],

F (X) = {f(x1), . . . , f(xN )} ∼ N (m(X),K(X)) (9)

where X = {x1, . . . ,xN} consists of the training observa-
tions, m(·) is the mean function that is set to zero after normal-
ization, and K(X) is the covariance matrix as follows [34],
[35],

K(X) =


k(x1,x1) k(x1,x2) · · · k(x1,xN )
k(x2,x1) k(x2,x2) · · · k(x2,xN )

...
...

. . .
...

k(xN ,x1) k(xN ,x2) · · · k(xN ,xN )


(10)

where k(·) is a covariance function that represents the corre-
lation between any two observations. This covariance function
is the core of GP in the sense that it signifies the underlying
association between the observations. Although various co-
variance functions are available as reported in [35], we use
a commonly applied function, squared exponential, which is
formulated as follows [35],

k(xi,xj) = σ2
f exp

(
− r2

2σ2
l

)
(11)

where σf and σl are the two hyperparameters, which are tuned
by maximizing the log marginal likelihood [34], [35],

logP (Y |X,θ) = −1

2
Y TK−1Y − 1

2
log |K| − N

2
log 2π

(12)
where θ represents the vector containing the hyperparameters.

With the joint distribution in (9) as an initial value for
Bayesian inference, a new observation x collected at online
stage can be incorporated as follows [34], [35],[

F (X)
f(x)

]
∼ N

([
m(X)
m(x)

]
,

[
K(X) K(X,x)
K(x,X) k(x,x)

])
(13)



ZHANG et al.: PROBABILISTIC ANOMALY DETECTION APPROACH FOR DATA-DRIVEN WIND TURBINE CONDITION MONITORING 153

where

K(x,X) = [k(x,x1), k(x,x2), . . . , k(x,xN )] (14)

K(X,x) = [k(x1,x), k(x2,x), . . . , k(xN ,x)]T (15)

The posterior distribution of the target parameter y is

y = f(x)|F (X) ∼ N (ŷ, σ2) (16)

where

ŷ = m(x) +K(x,X)K(X)−1(F (X)−m(X)) (17)

σ2 =
√
k(x,x)−K(x,X)K(X)−1K(X,x) (18)

The theory of GP and its covariance functions are well
presented in [34] and [35].

B. Bootstrap-based Ensemble NN

In machine learning, ensemble learning refers to a learn-
ing paradigm where a collection of single learning units is
trained to solve the same problem [36]. Under this paradigm,
the individual units can compensate each other, and their
combined estimation tends to be more accurate and robust
compared to a single learning unit. The key to the success of
ensemble learning is the learning diversity among individual
units, and such diversity, if numerically identified, can help
when evaluating regression uncertainties and the construction
of a probabilistic regression model. Following such logic,
BENN has been proposed in [37] as a probabilistic wind
power prediction method, which is adopted as the second
probabilistic learning algorithm in this paper.

The offline training and online application of a BENN is
shown in Fig. 2. The BENN consists of two sub-ensembles
of NNs. The primary sub-ensemble is used for deterministic
estimation on the target parameter while the secondary one is
devised to evaluate the associated uncertainties.

Offline Training

Primary
Sub-ensemble

Secondary
Sub-ensemble

Training
Error

Pair
Bootstrap

Online Application 

+

Primary
Sub-ensemble

Secondary
Sub-ensemble

BENN

Standard
Normal

Condition
Database

New
Observation

Train M Neural
Networks

Train M Neural
Networks

σs
2

ê

ŷ

σp
2

σ2

ˆN(y,σ2)

Fig. 2. Offline training and online application of BENN.

At the offline stage, the data to train each NN is sampled
using the pair bootstrap method which is a general statistical
inference process for regression analysis. Given a database
∆ = {(x1, y1), . . . , (xN , yN )}, the pair bootstrap method

is to uniformly sample N observations with replacement.
Those sampled observations constitute a bootstrapped dataset
Di = {(x′1, y′1), . . . , (x′N , y

′
N )} to train the ith NN. The pair

bootstrap is an essential step to create the diversity among
individual NNs. The primary and secondary sub-ensembles
are trained sequentially, where the primary sub-ensemble is
trained with the standard normal condition database extracted
from historical SCADA observations while the secondary sub-
ensemble is trained with the training error from primary sub-
ensemble as the training target. The training error e′i on a
bootstrapped pair (x′i, y

′
i) is evaluated as follows [37],

e′i =

(
y′i −

1

M

∑M

j=1
pj(x

′
i)

)2

(19)

where pj represents the function mapped by the jth NN in the
primary sub-ensemble, and M is the size of the sub-ensemble,
i.e., the number of NN in the sub-ensemble.

At the online stage, for a new observation (x, y), the
distribution in (2) is estimated as follows [37],

ŷ =
1

M

∑M

j=1
pj(x) (20)

σ2 = σ2
p(x) + ê+ σ2

s (x) (21)

where

σ2
p(x) =

1

M − 1

∑M

j=1
(pj(x)− ŷ)2 (22)

ê =
1

M

∑M

j=1
sj(x) (23)

σ2
s (x) =

1

M − 1

∑M

j=1
(sj(x)− ê)2 (24)

where sj represents the function mapped by the jth NN in the
secondary sub-ensemble.

In (20)–(24), the distribution mean of target parameter, i.e.
ŷ, is the output of the primary sub-ensemble. The associated
uncertainty, i.e. σ2, is modelled as from three sources: the
data, the primary sub-ensemble model, and the secondary
sub-ensemble model. The model uncertainties, i.e. σ2

p(x) and
σ2

s (x), are evaluated as the variance of the outputs from
individual NNs, while the data uncertainty is evaluated by the
secondary sub-ensemble.

V. CASE STUDY

The proposed approach is demonstrated on a SCADA
dataset collected from a 1.5 MW type-3 onshore WT at
Ningxia, China. This SCADA dataset was provided by GD
POWER DEVELOPMENT CO., LTD. This section aims to
verify the effectiveness of the proposed probabilistic approach
and its advantages over the conventional deterministic ap-
proach.

A. Dataset Description

The selected dataset contains 5-month SCADA data be-
tween May 2017 and September 2017. Depending on the sen-
sors placed in the WT, the SCADA system takes measurements
of 79 parameters, covering the main WT components including
gearbox, generator, blade, pitch control system, yaw system,
hydraulic system, and electronic converter. Some parameters
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are external ones to reflect the measurements on the envi-
ronment condition, including wind speed, wind direction, and
ambient temperature. Those external parameters are important
and must be considered in WTCM, because their variations can
lead to significant changes in internal parameters and induce
uncertainties in parameter regression.

The SCADA system takes measurements every 10 minutes,
which accumulates a total of 20,159 observations (the observa-
tions between 2nd August and 8th August are missing due to
the unavailability of the SCADA system). Based on the method
described in Section II-A-2) with tahead = 4 hours, 11,898
observations are selected as the normal condition observations.
Among them, 80% are randomly selected as training normal
observations to train and validate NBM and the remaining 20%
are used as testing normal observations to test NBM.

B. Fault Event Selection
After scanning the dataset, two fault events are selected

to test the performance of the proposed CM approaches.
Fault 1 is an over-temperature fault indicated by gearbox
oil. For this fault, the gearbox oil temperature is used as
the target parameter to indicate the fault trend. According to
measurements as shown in Fig. 3(a), it can be seen that the
gearbox oil temperature remains at a high level in May and
triggers the fault alarm on 13th May as it exceeds the 80◦C
over-temperature warning limit. After that, 9 more alarms
were subsequently issued between 17th May and 3rd June,
which indicated severe gearbox problems. The maintenance
was then scheduled for 3rd June, which brought the gearbox
oil temperature back to normal.
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Fig. 3. The collected measurements on target parameters to indicate (a) fault
1 and (b) fault 2.

Fault 2 is a generator fault which occurred on 28th May.
The target parameter for this fault is the voltage on generator
winding 1. In Fig. 3(b), it can be seen that the generator wind-
ing voltage dropped sharply to zero. The problem persisted for
more than 2 days and was fixed on 30th May.

C. Feature Selection

For each target parameter, the RELIEFF algorithm is per-
formed on all the other parameters to select its critical regres-
sion features. Importance weight is the RELIEFF metric to
select dependent parameters. The ranked importance weights
generated by RELIEFF are shown in Fig. 4 where the features
with higher importance weights should contain more informa-
tion to describe the target parameters. In this study, each target
parameter is modelled by the top 10 parameters in the rank,
which are listed in Table I.
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Fig. 4. The feature importance weights for each target parameter.

TABLE I
SELECTED DEPENDENT PARAMETERS

Target Parameters Rank Selected Dependent Parameters

Gearbox oil
temperature

1 Gearbox inlet oil temperature
2 Gearbox input shaft temperature
3 Gearbox output shaft temperature
4 Generator bearing temperature
5 Yaw position
6 Rotor-side main shaft bearing temperature
7 Nacelle temperature
8 Grid frequency
9 Rotor position
10 60 s average wind direction

Generator
winding
1 voltage

1 Generator winding 2 voltage
2 Generator winding 3 voltage
3 Generator reactive power
4 Yaw position
5 Converter power
6 Grid frequency
7 Ambient temperature
8 Rotor position
9 Rotor-side main shaft bearing temperature
10 Nacelle temperature

D. Normal Behavior Modelling

Two probabilistic NBMs, i.e. GP-based and BENN-based,
are trained for each target parameter using the 1,1898 normal
condition observations. The squared exponential function (11)
is the covariance function of GP, and the hyperparameters are
optimized by (12). For BENN, a fast learning algorithm called
extreme learning machine (ELM) [38] is adopted to train
individual NNs. ELM randomizes the input weights and biases
of NN, so the traditional back-propagation training process is
skipped, which significantly enhances the learning speed. The
fast learning capability of ELM helps alleviate the high burden
of training multiple NNs in an ensemble form.

The anomaly detection criterion on each target parameter
is decided under a 5-fold cross validation structure. As in the
validation results, the histogram of the two control variables
(i.e. smoothed residual zt and variance σ2), the fitted gamma
distribution, and the control limit η are shown in Fig. 5.
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The smoothed residuals zt here are the moving average of
residual over the past 1 hour. The use of zt and σ2 as control
variables respectively represents deterministic and probabilis-
tic approaches. The gamma distributions are fitted using the
maximum likelihood estimation method. It can be seen that the
control variables follow the trend of their fitted distribution for
all target parameters and adopted algorithms, which verifies
the gamma distribution assumption on control variables. The
control limits η of both control variables are calculated based
on the confidence limits p following (7) and (8). Moreover,
to generalize the performance of the WTCM, three p values
(i.e. 99%, 99.5%, and 99.9%) are used in this case study,
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Fig. 5. The histogram of control variables, the fitted gamma distribution,
and the control limits η for different scenarios: (a) gearbox oil temperature
as the target parameter using GP algorithm with smoothed residual zt as
control variable; (b) gearbox oil temperature as the target parameter using
BENN algorithm with smoothed residual zt as control variable; (c) gearbox
oil temperature as the target parameter using GP algorithm with variance σ2

as control variable; (d) gearbox oil temperature as the target parameter using
BENN algorithm with smooth variance σ2 as control variable; (e) generator
winding 1 voltage as the target parameter using GP algorithm with smoothed
residual zt as control variable; and (f) generator winding 1 voltage as the
target parameter using BENN algorithm with smoothed residual zt as control
variable; (g) generator winding 1 voltage as the target parameter using GP
algorithm with variance σ2 as control variable; and (h) generator winding 1
voltage as the target parameter using BENN algorithm with variance σ2 as
control variable.

which results in different control limits η. Using three p values
here does not aim to optimize p for WTCM, but to test the
sensitivity of p and η on CM and fault detection.

E. Fault Detection Accuracy

The NBMs and their control limits are applied on the testing
datasets and consist of testing normal observations and the
observations with SCADA fault alarms (indicated by the red
circles in Fig. 3). The testing of normal observations represents
the unseen normal samples while the observations with fault
alarms serve as the faulty samples which should be accurately
detected by NBMs.

In this case study, considering the anomaly detection nature
of the proposed approach, four metrics are used to evalu-
ate the classification performance of the NBMs: miss alarm
rate (MAR), false alarm rate (FAR), accuracy (ACC), and
Matthews correlation coefficient (MCC) [39],

MAR = fn/(fn+ tp) (25)
FAR = fp/(fp+ tn) (26)
ACC = (tp+ tn)/(tp+ tn+ fp+ fn) (27)

MCC =
tp× tn− fp× fn√

(tp+ fp)(tp+ fn)(tn+ fp)(tn+ fn)
(28)

where tp is the number of faulty samples that are classified
as abnormal; tn is the number of normal samples that are
classified as normal; fp is the number of normal samples that
are classified as abnormal; and fn is the number of faulty
samples that are classified as normal.

In the testing dataset for WT fault detection, data imbalance
issue is frequently encountered since the fault alarms are rarely
experienced in practice. The simple ACC metrics put equal
weights on samples in different classes, which is inadequate
and can lead to poor generalization in WT fault detection. In
comparison, MCC is generally deemed as a balanced metric
to evaluate the classification accuracy. The value of MCC is
high only if the classifier can perform well on both normal
and abnormal observations.

The fault detection accuracy on the testing dataset for
different scenarios is listed in Table II. The following points
can be summarized from Table II:

1) For WT faults with apparent indication, such as fault 2
with sudden voltage drop as shown in Fig. 3(b), they can be
accurately detected under all scenarios. This can be observed
from the 0.00% MAR.

2) For WT faults with a marginal detection boundary, such
as fault 1 where its alarm is issued based on a thresholding
strategy, the probabilistic approaches outperform the detem-
inistic approaches in terms of fault detection accuracy (i.e.
using σ2 as the control variable achieves lower MAR, lower
FAR, higher ACC, and higher MCC).

3) As a guide to select the best probabilistic algorithm, the
GP algorithm outperforms the BENN algorithm in terms of
fault detection accuracy.

4) As a probabilistic algorithm, GP shows 0.00% MAR on
both faults, which promotes a higher p value to achieve lower
FAR. In doing so, the overall fault detection accuracy of GP
can be enhanced without generating false alarms on the faults.
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5) The minimum ACC in Table II is 98.59% which can be
deemed as being sufficiently accurate in WT fault detection,
compared to ACC metrics that generates similar values for
all scenarios. MCC metrics show significant variation, which
can truly reflect the performance deviation between different
algorithms, control variables, and control limits.

F. Fault Detection Earliness

The NBMs are applied on the unseen observations and their
control charts before the physical alarms of the two faults are
shown in Fig. 6. The alarms provided by SCADA systems are
indicated as red points in the figure. For each fault, the results
of GP and BENN are respectively presented in the left and
right subfigures. In the control charts, the potential component
faults are detected when the control variable (i.e. either zt or
σ2) exceeds its control limit η. The time instances to detect
the faults are labelled in each subfigure. The following points
can be noted from Fig. 6:

1) The probabilistic approaches are much more efficient at

fault detection compared to the deterministic approaches for
both faults and all the tested algorithms. Taking the subfigures
(e) and (g) as examples, based on different p values, fault 1
is detected at 22.40 by the GP-based probabilistic approach,
which are 9.5, 9.7 and 10 hours earlier than the deterministic
approach (i.e. 08.10, 08.20, and 08.40 on the next day).

2) In the probabilistic approach, the GP algorithm outper-
forms the BENN algorithm in terms of the fault detection
timing. To compare the subfigure (c) and (g) with subfigure (d)
and (h), the GP algorithm detects the faults around 20 minutes
earlier than the BENN algorithm.

3) The probabilistic approach is insensitive to the p value
in terms of fault detection timing.

G. Sensitivity Test on tahead

According to the method described in Section II.A-2, the
normal condition observations are decided by WT status code
and tahead. The value of tahead should be carefully selected as
it can affect the fault detection performance. In this paper,
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Fig. 6. The control charts of (a) smoothed GP residuals before fault 1 alarms; (b) smoothed BENN residuals before fault 1 alarms; (c) GP variances before
fault 1 alarms; (d) BENN variances before fault 1 alarms; (e) smoothed GP residuals before fault 2 alarms; (f) smoothed BENN residuals before fault 2
alarms; (g) GP variances before fault 2 alarms; and (h) BENN variances before fault 2 alarms.



ZHANG et al.: PROBABILISTIC ANOMALY DETECTION APPROACH FOR DATA-DRIVEN WIND TURBINE CONDITION MONITORING 157

TABLE II
FAULT DETECTION ACCURACY

Fault/Algorithm/
Control Variable

p(%) MAR(%) FAR(%) ACC(%) MCC(%)

Fault 1/GP/zt
99 16.00 0.71 98.67 82.89
99.5 18.00 0.55 98.75 83.48
99.9 23.00 0.13 98.95 85.59

Fault 1/GP/σ2
99 0.00 1.13 98.91 88.23
99.5 0.00 0.88 99.15 90.51
99.9 0.00 0.38 99.64 95.60

Fault 1/BENN/zt
99 27.00 0.46 98.47 78.88
99.5 30.00 0.34 98.47 78.52
99.9 31.00 0.17 98.59 80.11

Fault 1/BENN/σ2
99 14.00 0.46 98.99 86.80
99.5 17.00 0.29 99.03 87.00
99.9 23.00 0.04 99.03 86.74

Fault 2/GP/zt
99 0.00 0.84 99.25 96.33
99.5 0.00 0.34 99.70 98.49
99.9 0.00 0.04 99.96 99.81

Fault 2/GP/σ2
99 0.00 0.04 99.96 99.81
99.5 0.00 0.00 100.00 100.00
99.9 0.00 0.00 100.00 100.00

Fault 2/BENN/zt
99 0.00 1.13 98.99 95.13
99.5 0.00 0.55 99.51 97.58
99.9 0.00 0.25 99.78 98.86

Fault 2/BENN/σ2
99 0.00 0.97 99.14 95.81
99.5 0.00 0.46 99.59 97.94
99.9 0.00 0.21 99.81 99.05

a sensitivity test is carried out to investigate the effect of
tahead and to select the best value. This sensitivity test is to
screen the fault detection accuracy of NBM over a range of
tahead values. Since the case study results have indicated that
GP outperforms BENN in terms of fault detection accuracy
and earliness, GP is used as the probabilistic algorithm in this
sensitivity test. Moreover, in Table II, fault 1 results in larger
accuracy variation over different testing scenarios compared
to fault 2, so fault 1 is selected as the fault for this sensitivity
test.
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Fig. 7. Sensitivity test results on tahead in terms of (a) MCC and (b) ACC.

The testing results are shown in Fig. 7 where MCC and ACC
are used as the accuracy metrics. The tahead varies between
2 and 6 hours. On the one hand, when tahead is small, the
emerging fault observations tend to be recognized as normal,
and the NBM trained with this abnormal data may provide
inaccurate results. On the other hand, when tahead is large, a
number of normal condition observations will not be learnt
by NBM, which tends to generate false alarms on unseen
observations. From Fig. 7, it can be seen that the MCC and
ACC achieves its maximum at tahead = 4 for all p values,
which verifies the optimal tahead parameter selection in this
case study.

VI. CONCLUSION

The SCADA-based data-driven approaches have been iden-
tified as a cost-effective solution for WTCM and have shown
its potential in practical applications. This paper proposes an
AI-based probabilistic anomaly detection approach that can
not only provide deterministic estimation on WT component
condition but also evaluate the associated uncertainties. In
the proposed approach, the abnormal conditions of the WT
component are detected based on the evaluated uncertainties to
provide a noise-free indication on emerging faults. Compared
to the conventional deterministic approaches with residual-
based anomaly detection criterion, the proposed probabilistic
approach eliminates the noise filtering process, which tends
to detect the faults at earlier. The proposed approach was
tested on a SCADA dataset collected from an operational WT
in China, and two probabilistic algorithms, GP and BENN,
were evaluated in the test. The results demonstrated that the
proposed probabilistic approach demonstrated higher accuracy
and earlier fault detection compared to the conventional deter-
ministic approach. The GP algorithm outperformed the BENN
algorithm in terms of its higher accuracy and earlier fault
detection.
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